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Mailclient Ih-Mehl“ — Overview

Iz 31

. Project divided into four parts:

. Data structure classes for e-Mails and mailboxes (Christian)
. POP3 implementation (David)

. SMTP implementation (Salke)

. GUI creation (Tim)

. Used language: JAVA 1.6
. RFCs concerned:

. RFC 1939 (POP3)

. RFC 821 (SMTP)

. RFC 1869 (ESMTP)

. RFC 2554 (SMTP Authentication)
. RFC 2104 (HMAC)
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Mailclient ,|h-Mehl* — Project Organization [ 1/ 2 |

. Project leader: Christian, but this was only an
organisational position — technical decisions were
made together by all project members.

. Used Pattern: MVC

. Communication...

. ...mostly done via IRC
. several meetings
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Mailclient ,|h-Mehl* — Project Organization [ 2/ 2 |

!

Iz 31

Initial milestones

May 13th

. Finished modelling, talk about how
separate program parts are going to
communicate with each other, create
UML class diagrams

June 2nd

. Implement basic functionality: Fetching,
reading, composing and sending mails.
This should have been tested coarsely
as well

June 17th

. All planned features should be
implemented by now (without intensive
testing). One week of testing and bug
fixing after this milestone

June 24th

. Finish testing and bug fixing.
Everything should be implemented and
work as intended. No more work needs
to be done on the program code.

Milestone complied?
Yes

Yes

One week behind

One week behind
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Mailclient ,|h-Mehl* — UML diagram (rough)
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POP3 Implementation — Overview

Iz 31

. POP3 class implements RFC 1939
. Required functionality was:

Login at a POP3 server

Get mails from that server

Store each mail in an EMail object (-> EMail.java)

Store each EMail object in the inbox Mailbox (-> Mailbox.java)
Be able to delete messages on the server

akrownpE
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POP3 Implementation — Methods

. login() -
tries to login at the given server
switches to transaction state mentioned in the RFC

. getMessages() —
fetches messages from mailaccount at the given server, if login was successful
stores every single mail in an EMail object
saves every EMail object in a Mailbox Object (inbox)
deletes messages on server (only if user has set flag to do so)

. logout() -
logs out after messages are fetched
terminates connection

. run() —
implements run() method of JAVA threading class
all methods above are called from run()
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POP3 Implementation — Related Classes

ProgressWindow

- progressframe: JDialog
popaFrogressBar JProgressBar o
pop3FrogressText: JLabel

== preate == Progresshind owd
+ initialize): void
+ Updated i infy: void

thromirs

Java.lang.Thread

run iy wiaidd

I

Pop3

- poplisertame; String

- popllserPass: String

- popSener: String

- popPort; int

- deleteOption: int

- inbo: Mailbos

serer. Socket

rey: BufferedReader

send: PrintStream

- myProgressWWindow, Progressiindom

- inbox Mailbox

+ runi; void

+ laging: wvoid

+ logoutfy; void

+ gethlessagesiinbox  Mailbox): void

creates

T

o>

Pop3Error

EMail

+ == create == Pop3ErroristrErrar ; String

+ == create == EMail{plaintext | String)
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Controller

- myPop3d: Pop3
+ gethails () void
+ LpdateView(): void

Iz 31

MainWindow

+ getinboxTahled: JTable
+ getStatusBard: JPanel
+ MailboxToTabledmyiailbox: Mailbox, myTable @ JTable)

displayved in

1

1

Mailbox

- Mame: String
- Mails: Yector

+ gethaildindex : int): EMail
+ gethailCountd): int

+ getaliMessagelDs: String[
+ addMail{mail - EMail): void




POP3 Implementation — Summary A J

Iz 31

. Functionality:

Login at a POP3 server v

Get mails from that server ¥

Store each mail in an EMail object (-> EMail.java) v

Store each EMail object in the inbox Mailbox (-> Mailbox.java) «
Be able to delete messages on the server ¢

akwnhE

. Plus new (partially not mandatory) stuff since last meeting:
. Threading v
«  Showing progress via GUI v
. Several bug fixes (duplicate mails, ...)

. Problems:

No one (even big providers like web.de) cares about correct RFC implementation &
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SMTP Implementation - Overview \ A~

Iz 31

. SMTP class implements RFC 821
. Required functionality was:

1. Sending plaintext messages (EMail objects) using SMTP

2. Providing support for multiple recipients
3. Providing authentication mechanisms
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SMTP Implementation — Related Classes

wjava.lang.Runnables

SMTPException

+ SMTPException(String exception

java.lang.Exception

+runi) ;woid
&
i
i
SMTP
-smtpllserString

-smtpPass: String
-guthmethod: int
-smtpSocket: Socket
-brln: BufferedReader
-psOut: PrintStream
-inline: String
-emailToSend: EMail

+runi) ;wvoid

+ronnectidndloging ;wvoid

+sendEmail(EMail emailToSend) : boolean
+logaout ; woid

-calcCRAMMDAResonse(String challenge) © String

sends

Controller

- mySMTR : SMTP

+ sendmail(EMail ermail) ; void
+ UpdateView()  woid

EMail

+ getHeaderFrom ; String

+ getdllRecipients(  Yectar=String=
+ getHeaderSubjectd : String

+ getBody) | String
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SMTP Implementation - Methods A J

Iz 31

. connectAndLogin()
tries to login at the given smtp server using the auth mechanism that has been selected

. sendEmail(EMail emailToSend)
sends the given Email-object using the well-known smtp-commands
loops through the email‘s recipient-vector to provide multiple recipients

. logout()
closes the connection to the smtp-server

. run()

Implements the run-method from the Java Runnable-Interface to provide threading
All above methods are called from run()
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SMTP — new code since last meeting

. All three common SMTP-authentication mechanisms have been implemented

. AUTH-PLAIN and AUTH-LOGIN
Username and password are encoded using Base64 and sent in plaintext to the
smtp-Server
Only encoding, no encryption, Base64 is just a standard to encode data

. Authentication wanted that doesn‘t need to send the password in plaintext:
CRAM-MD5
Server sends a challenge encoded in Base64 to the client
Client decodes the challenge and calculates the challenge-response
Client encodes the challenge-response using Base64 and sends it back to the server
Server also calculates the challenge-response and compares the result with the client
response

How's the response calculated, where's the security?
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SMTP Implementation — CRAM-MD5 @J

. The server challenge includes a timestamp and is just valid for a defined time window
The client has to send the response within the time window, otherwise it's declined

« The calculation of the response is based on the MD5 hashing function
To generate the response the client uses the HMAC-algorithm (RFC 2104) that
makes multiple calls to MD5

The input for the hashing function is derived from the server‘s challenge and
the client's username/password combination

For other details, like input padding, etc. please see the RFC or have a look at our
code

« It's impossible to reverse the output of MD5 to get the original input back
username/password cannot be reconstructed
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Controller & GUI — classoverview \A~7 J

Iz 31

. Controller
Initializes the application, takes care about the ,,control flow*, closes the application

. ComposingMailWindow
for mail-editing purposes, needed in order to create new mails, replying and forwarding

. SettingsWindow
for adjusting all options related to the POP3/SMTP settings, including loading and saving
them

. MailViewWindowComponentListener/MainWindowComponentListener
just to react, when windows are about to be resized

. MainWindowListener
to perform actions, when the application terminates
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Controller Class — UML Diagramm \A~7

Iz 31

Cantroller

settingsFile : String
inbox : hdailbeos
sent : M ailbox
drafts : hdailb ox
tra=h : blailbox
myPops : Pop3

mySkTE . SMTP
myhdainindow : bainind ow

miehd ginilind swlizterner @ Mairtlindawlistener
myhdainindowComponentlistenar : MainfindowComponentlistener
myS etti ngstind owe : Setting=sulind ow

getPopall: Pop3

getSMTPR: SMTR
gethdainindow @ b ainWWin dow
getSettingsimindou) © Settin gsurindow
getSettingsFilel): String
getinboz) : Mailbox

getSent] : Mailbox

gethrafts’ : Mailbox

getTrash) : hailbox

mainlargs : String[]) : woid
star) : woid

createl efaultSettingsFile]) : waid
createhdail]) : wvaid

replybdailim : EMail) : waid
fomwardhd ailim : ERaily : void
viewhlailim : Email): woid
editSettings]) : waid
gethail=] : void

sendhlailiem ail : EMail) : woid
loadSettingsFromFilel) : void
loadMailboxFromFile(myhailbox : Mailbox,path : String) : waid
getfppTitle) : String
stap() : woid

up date'Sfiew]) : waid
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GUI - MainWindow

£y ih-mehl

File Help

[ Inbox | sent rDraﬂs rTrash |

Sender

Suhject

Diate

Chrigtian Menke =crmenke@davion des

Wer hat die Mails geldscht?

Tue, 29 May 2007 14:27:14 +0200

"Salke Hartung” =salke. hartung@gmail.corms=

Eins, Zwei, Polize]

Thu, 7 Jun 2007 2001657 +0200

Stefien =steffen.herboldigweb.de= test Thu, 07 Jun 2007 2001716 +0200
Tim \Waane =timwaagegweh.de= FLEISCH! Thu, 07 Jun 2007 2001744 +0200
ih mehl =ihmehl@hotmail.com:= testmail Thu, 7 Jun 2007 211747 #0300

"Salke Hartung” =salke. hartung@gmail.corm=

test_2_empfanger

Thu, 7 Jun 2007 20:33:40 +0200

"Salke Hartung" =salke.hatung@omail.com=

test_2_empfanger,_andere_reihenfolge

Thu, 7 Jun 2007 20:39:06 +0200

Lennart Obermann =lennart.obermanni@mwe...

hla

Thu, 07 Jun 2007 20:59:17 +0200

Christian Menke =cmenke@davion.de=

multi line to header test

Tue, 12 Jun 2007 14:51:19 +0200

David Koll =davidkolliEweb.de=

test

Wed, 13 Jun 2007 23:03:57 +0200

Tim \Waage =timwaage@weh.de=

Bachelorarheitsauszug

Wied, 13 Jun 2007 23:11:03 +0200

il mehl =ihmehl@hotmail.com=

attachtestsubject

Fri, 22 Jun 2007 19:24:35 +0300

il mehl =ihmehl@hotmail.com= nao attach Fri, 22 Jun 2007 20:25:42 +0300
David kol =davidkolligweh.de= attach die 2. Fri, 22 Jun 2007 19:22:34 +0200
David koll =davidkolligweh.des just another test Fri, 22 Jun 2007 22:24:09 +0200
David kol =davidkolligweb.de= vo_nih Thu, 28 Jun 2007 23:40:29 +0200

Christian Menke <cmenke@daion des

UTF-8 attacks! hdhdhahihahal ;P

Thu, 28 Jun 2007 23:46:59 +0200

Christian Menke =cmenkeg@davion.de=

iso-mail ... ihl

Fri, 29 Jun 2007 11:07:19 +0200

view

reply forward

delete message

Settings successfully loaded!
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GUI - ComposingMailWindow

B4 Reply mail...

From: |ih-meh|@davinn.de

To:

|Christian Menke =cmenkef@davion.de=

Subject: |He: multi line to header test

--- Original Message ---
Fror: Christian Menke =cmenke@davion.de=

To: ih-mehl@davion.de, cmenke@davion.de, |sghslhosgdh@hotmail.com,
Date: Tue, 12 Jun 2007 14:51:19 +0200

Subject: multi line to header test

Cancel

Save Send
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GUI - SettingsWindow

E Settings... — Ed

POP3:
Serer Marme: |p|:|p.1 und1.de| | Fort: m
ser Marme: |ih-mehl@davinn.de |
Password: |"uuu"u |
[ ] delete messages on server
SMTP:
Serer Marne: |smtp.1 undi.de Fart: M

use SMTP Authentification

User Name:  |ir-mehlg@davion.de | ® pla?n
) login
Password: |uuun"“ | = R
Cancel 0K
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Data Containers developed for ih-mehi [1/2 ] @J

. Most important: Email class to represent single email:

 Parses plain text emails as received from the mail servers.

Provides getters and setters for important headers; body

« Can ,turn itself into XML" and parse from XML — for HDD storage.

 New since last meeting: Some handling of character encodings
for example for German umlauts. Handles ISO-8559-x and UTF-8
sections embedded into headers (quoted-printable or base64).

More detalls later on.

 Used in the Mailbox class, in the POP3 handler, in the SMTP handler,
in the GUI when composing a new mail. In other words: everywhere!
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Data Containers developed for ih-mehl [2/2 ] @J

. Mailbox class as a container for Email objects:

 Internal storage method: Vector<EMail>
« Can add, delete, return single EMails

. Can load a mailbox from and store itself mailbox to a
specified XML file on the HDD.

« Makes use of the MailboxParser class for loading a
mailbox from file.
-> Let's have a look at the XML markup used, then
-> at the MailboxParser class
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Mailbox storage on HDD @J

. Examination of existing XML formats for storing emails revealed they were
often overly complicated and not really what we needed.

 ih-mehl now has its own, custom format (which is bad!)

« The format is so simple that anyone could write a SAX handler for it within
a quarter of an hour (which is good!)

« The XML tree begins with a <mailbox> element that may have a name attribute.
 Followed by as many <mail> sub-elements as there are mails in the box.
« Each <mail> element may have one <hdr_from>, <hdr_to>, <hdr_subject>,
<hdr_msgid>, <hdr_date> and <body> sub-element containing the actual
mail data.

. That's it!

Practical Training Telematics — SS 2007 — Center for Informatics — Telematics Group



Handling special characters in emails [ 1/ 2 ] @J

. Initially, emails were to be transferred as 7 bit ASCIlI (American Standard for
Information Interchange). This causes a lot of problems with characters not
used in the english language and therefore not in ASCII-128, f.ex. &, 0, U, €, ...

Different approaches to solve this problem:

« Send hex code of problematic character's value (called ,,quoted-printable®):
Wer hat die Mails =?150-8859-15?07?gel=F6scht=3F?=
?= =7 wrapper and charset required; encoded character prefixed by '='.
- required to avoid unwanted, accidental decoding.
- encoded sections must be parsed, hex codes (marked red in the example) can
then decoded according to specified charset. (Done by Java's CharsetDecoder.)

 Transform problematic character(s) to base 64 number system by combining
three bytes of input into four 6-bit blocks of output (26 = 64). These 6-bit blocks,
padded with zeros, can then be safely transferred:
Achtung, UTF-8 ab =?UTF-8?B?w6RoaGholGhpzZXI1=?=
- transform the whole section back to base 256,
- decode the whole section according to charset (done by Java's CharsetDecoder)
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Handling special characters in emails [ 2/ 2 ] @J

. Special encodings in mail headers are always ,embedded” as shown in the examples
on the previous page. In the mail body, there usually is no special embedding.

Most often: Content-Type header specifies "text/plain; charset=XYZ" and the
body uses all 8 bits in a byte — no base64, no quoted-printable hex codes.

« The POP3 handler stores the received bytes in a Java String. Java Strings
(and chars) internally use a 16 bit format. This causes a re-encoding:
from whatever charset the mail body had,
interpreted as whatever charset is the operating system's default charset,
into Java's 16 bit format.
Afterwards the original encoding is broken so badly that it can't be recovered.

 The solution is to not try any decoding in the mail body at all. If the mail body's

charset and the operating system charset overlap, the Java String itself decodes
everything without problems.

Practical Training Telematics — SS 2007 — Center for Informatics — Telematics Group



