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What is a peer to peer network (P2P)?

I a (probably only partially) decentralized (overlay)
network where endnodes are directly communicating
with each other

I Examples:
I Freenet (1999, Clarke)
I Napster (1999, Fanning)
I Gnutella (2000, Frankel/Pepper)
I eDonkey (2000, McCaleb)
I FastTrack (2001, Zennström/Friis, Kazaa, Morpheus

etc., based on Gnutella)
I BitTorrent (2002, Cohen)
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What is searching?

I here: trying to find existing data by some characteristic
of it, i.e. a filename, words appearing in the data, size,
etc.

I can be sped up a lot by building an index
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What is an index?

I here: a data structure optimized for looking up entries
in the structure
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Challenges of searching in P2P networks

I an index has to be built:
I What attributes of the data should be indexed?
I Who stores the index?
I How is the information on the peers indexed there?
I How do peers search the index?
I Index has to be kept up-to-date
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Indexing fashions

I Centralized indexing:
I Not P2P, index is stored on dedicated servers
I examples are Napster and original eDonkey
I a straightforward approach
I vulnerable to attack: single point of failure

I Distributed indexing:
I index is distributed among the peers
I no single point of failure
I but does of course not come for free:

I searching and indexing consume more bandwidth
I additional computation and storage costs

6 / 17



Searching in peer
to peer networks

Jan Demter

Introduction

Challenges

Indexing

Distributed Indexing

Querying

Indexing in practice

I Centralized indexing:
I trivial, peers send their local index to the servers
I peers direct their searches to the servers

I Distributed indexing:
I depends...
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Index partitioning
The index has to be divided among the peers:

I horizontal partitioning: each peers’ index contains many
documents and their keywords
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Fig. 3. A horizontally partitioned index stores part of every keyword match-list on each node, often
divided by document identifiers. Here we divide the index into document identifiers 1-3, 4-6, and
7-9. A vertically partitioned index assigns each keyword to a single node.

many design trade-offs exist. How will the index be partitioned, if at all? Should it be
distributed, or would a centralized index suffice? In what order will matching documents
be listed? How are document changes reflected in the index? We address these questions
below.

2.1 Partitioning

Although a sufficiently small index need not be partitioned at all, our target application
is a data set large enough to overwhelm the storage and processing capacities of any
single node. Thus, some partitioning scheme is required. There are two straightforward
partitioning schemes: horizontal and vertical.

For each keyword an index stores, it must store a match-list of identifiers for all
of the documents containing the keyword. A horizontally partitioned index divides this
list among several nodes, either sequentially or by partitioning the document identifier
space. Google [3] operates in this manner. A vertically partitioned index assigns each
keyword, undivided, to a single node. Figure 3 shows a small sample index partitioned
horizontally and vertically, with K1 through K5 representing keywords and doc1 through
doc9 representing documents that contain those keywords.

A vertically partitioned index minimizes the cost of searches by ensuring that no
more than k servers must participate in answering a query containing k keywords. A hor-
izontally partitioned index requires that all nodes be contacted, regardless of the number
of keywords in the query. However, horizontal indices partitioned by document identifier
can insert or update a document at a single node, while vertically partitioned indices re-
quire that up to k servers participate to insert or update a document with k keywords. As
long as more servers participate in the overlay than there are keywords associated with
an average document, these costs favor vertical partitioning. Furthermore, in file sys-
tems, most files change rarely, and those that change often change in bursts and may be
removed shortly after creation, allowing us to optimize updates by propagating changes
lazily. In archival storage systems, files change rarely if at all. Thus, we believe that
queries will outnumber updates for our proposed uses, further increasing the cost advan-
tage for vertically partitioned systems.

Vertically partitioned indices send queries to a constant number of hosts, while hor-
izontally partitioned indices must broadcast queries to all nodes. Thus, the throughput
of a vertically partitioned index theoretically grows linearly as more nodes are added.

I vertical partitioning: each peers’ index only contains
documents associated with one to a few keywords
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Fig. 3. A horizontally partitioned index stores part of every keyword match-list on each node, often
divided by document identifiers. Here we divide the index into document identifiers 1-3, 4-6, and
7-9. A vertically partitioned index assigns each keyword to a single node.

many design trade-offs exist. How will the index be partitioned, if at all? Should it be
distributed, or would a centralized index suffice? In what order will matching documents
be listed? How are document changes reflected in the index? We address these questions
below.

2.1 Partitioning

Although a sufficiently small index need not be partitioned at all, our target application
is a data set large enough to overwhelm the storage and processing capacities of any
single node. Thus, some partitioning scheme is required. There are two straightforward
partitioning schemes: horizontal and vertical.

For each keyword an index stores, it must store a match-list of identifiers for all
of the documents containing the keyword. A horizontally partitioned index divides this
list among several nodes, either sequentially or by partitioning the document identifier
space. Google [3] operates in this manner. A vertically partitioned index assigns each
keyword, undivided, to a single node. Figure 3 shows a small sample index partitioned
horizontally and vertically, with K1 through K5 representing keywords and doc1 through
doc9 representing documents that contain those keywords.

A vertically partitioned index minimizes the cost of searches by ensuring that no
more than k servers must participate in answering a query containing k keywords. A hor-
izontally partitioned index requires that all nodes be contacted, regardless of the number
of keywords in the query. However, horizontal indices partitioned by document identifier
can insert or update a document at a single node, while vertically partitioned indices re-
quire that up to k servers participate to insert or update a document with k keywords. As
long as more servers participate in the overlay than there are keywords associated with
an average document, these costs favor vertical partitioning. Furthermore, in file sys-
tems, most files change rarely, and those that change often change in bursts and may be
removed shortly after creation, allowing us to optimize updates by propagating changes
lazily. In archival storage systems, files change rarely if at all. Thus, we believe that
queries will outnumber updates for our proposed uses, further increasing the cost advan-
tage for vertically partitioned systems.

Vertically partitioned indices send queries to a constant number of hosts, while hor-
izontally partitioned indices must broadcast queries to all nodes. Thus, the throughput
of a vertically partitioned index theoretically grows linearly as more nodes are added.
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Index partitioning

Horizontal partitioning (local indexing):

I searching is expensive, broadcasting necessary

I updating the index is easy

I query throughput does not scale with additional peers

I Example: Gnutella

Vertical partitioning (global indexing):

I searching is cheap, at most one peer for every keyword
has to be contacted

I updating the index is harder

Hybrid indexing:

I vertical partitioning, but each node has a horizontal
index too

I saves bandwidth on multi-word queries

I trade-off: (much) higher storage costs
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Problems with index partitioning

I ”hot spots”: few of the nodes are responsible for the
most common keywords in the index

I security issues, malicious peers can probably alter results
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Querying - naive approach

Horizontal partitioning:

I Easy: broadcast query into the network, receive replies

Vertical partitioning:

I Query nodes responsible for the given keywords,
intersect their replies
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Query optimization: Horizontal partitioning

I Caching gears up querying a lot
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Query optimization: Vertical partitioning

Potentially huge overhead arises from the transmission of
redundant results if one searches with multiple keywords, a
regular case:
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Fig. 2. Number of keywords per search op-
eration in the IRCache for a ten-day period
in January 2002.

We believe that end-user latency is the
most important performance metric for a
search engine. Most end-user latency in a dis-
tributed search engine comes from network
transfer times. Thus, minimizing the number
of bytes sent and the number of times they are
sent is crucial. Both bytes and hops are easy
to minimize for queries that can be answered
by a single host. Most queries, however, con-
tain several keywords and must be answered
by several cooperating hosts. Using a trace of
99,405 queries sent through the IRCache proxy
system to Web search engines during a ten-
day period in January 2002, we determined that
71.5% of queries contain two or more keywords. The entire distribution of keywords
per query is shown in Figure 2. Because multiple-keyword queries dominate the search
workload, optimizing them is important for end-user performance. This paper focuses on
minimizing network traffic for multiple-keyword queries.

1.1 Non-goals

One extremely useful feature of distributed hash tables is that they provide a simple
service model that hides request routing, churn costs, load balancing, and unavailability.
Most DHTs route requests to nodes that can serve them in expected O(lgn) steps, for
networks of n hosts. They keep churn costs [11] – the costs associated with managing
node joins and departures – logarithmic with the size of the network. Using consistent
hashing [10] they divide load roughly evenly among available hosts. Finally, they perform
replication to ensure availability even when individual nodes fail. Our design uses a DHT
as its base; thus, it does not directly address these issues.

1.2 Overview

This paper describes our search model, design, and simulation experiments as follows.
In Section 2 we describe several aspects of the peer-to-peer search problem space, along
with the parts of the problem space we chose to explore. Section 3 describes our ap-
proach to performing peer-to-peer searches efficiently. Section 4 details our simulation
environment, and Section 5 describes the simulation results. We present related work in
Section 6 and conclude in Section 7.

2 System Model

Fundamentally, search is the task of associating keywords with document identifiers and
later retrieving document identifiers that match combinations of keywords. Most text
searching systems use inverted indices, which map each word found in any document
to a list of the documents in which the word appears. Beyond this simple description,
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Mitigating overhead

I Bloom filters:
I Bloom filters summarize set memberships with tunable

accuracy at the cost of falsely positive membership
tests.

I Idea: Send multi-word query to one of the responsible
peers, (a), (a) then calculates Bloom filter of matching
documents in his index, hands filter on to a node
responsible for another word in the query, (b).

I (b) then computes results matching both terms,
potentially plus some false positives, using the Bloom
filter and sends it either back to (a), who could then
remove false positives, or directly to the initiating peer
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Mitigating overhead - continued

I Caching:
I Caching of Bloom filters and queries

I Incremental results:
I Peers exchange results incrementally, the user most

likely cannot cope with all results in bigger networks
anyway
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Conclusions

I searching in traditional P2P-networks can be improved
a lot

I but only at the expense of higher computation and
storage costs
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The End

Thank you for your attention.
Sources:

I ’Efficient Peer-to-Peer Keyword Searching’, Patrick
Reynolds and Amin Vahdat

I ’Hybrid Global-Local Indexing for Efficient Peer-to-Peer
Information Retrieval’, Chunqiang Tang and Sandhya
Dwarkadas
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