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- Abstract — The Internet has evolved from a tra-
onal hest-effort delivery data network into an en-
meed Internet that can provide a certain Quality
How-
s these (oS mechanisms usually do not take policy
ors into account such as priority and time-of-day.
paper presents a Resource Management Frame-
ork for Policy-driven QoS control (PRM) in en-
ced internets, which consists of four components:
nain Policy Controller(DPC) resides an adminis-
ator domain, Border Resource Manager(BRM) re-
les between adjacent domains, Interior Resource
lanagers(IRM} in each router belween two DRMs
ithin the same domain, and Endsystem Resource
ager(ERM) in charge of end-node/host router re-
es. We first introduce challenges and demands
ing the enhanced internets, then give a formalized
nition of policy and describe the functions and in-
raction of components of PRM. Specifically we take

f Service((JoS) mechanisms for applications.

S-pricing policy used in a Diff-Serv environment

an example to illustrate the operational phases of
'R,

~ Key words — Quality of service (QoS), Resource

reservation protocol (RSVP), Policy, Resource man-
igement, QoS pricing.

I. Introduction

 The emerging end-to-end  Quality-of-Service (QoS)
gequirements of the Internet applications and the dis-
tributed aspect of resources call for a new methodology

- o attain effective and automated resource management.
- To meet the increasing QoS requirements of distributed
| 'z_umuihmedm applications, [ETF presents an “Integrated
 Service (IntServ)” modell®l, which can provide each flow
& cerfain QoS, e, Guarantesd Serviee (GS)I7 and
Controlled-Load Service (CLS)'%, However, due to its
hgh overhead of storage and maintenance of status infor-
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mation and computation for each flow, as well as requir-
ing configuration for complicated signaling protocals, e.g.,
Resource Reservation Protocol (RSVP)? | admission con-
trol, packet classifving and scheduling functions, its scal-
ability becomes a big problem. To overcome these short-
comings, researchers are presenting a simpler, more scal-
able model called “Differentiated Service (DiffServ)”!!]
where packets are marked as a small number of aggregate
traffic class. In DiffServ model, to support aggrepate QoS
for different class services, it only needs providing data
packets of different service type with different Per Hop
Behavior (PHB), such as Assured Forwarding (AF)?, Ex-
pedited Forwarding (EF)'". These networks are named
“enhanced internets”, or (Jo3-capable networks. From
the point of view of users, they often wishes to obtain a
certain degree of service even during period of network
congestion, and if necessary, dynamically adjust desired
degree of service during congestion.

To attain the goal of QoS control in such an en-
hanced internet, a critical problem is to present a suit-
able resource management model which can allocate re-
sources and dynamically manage these resources accord-
ingly. However, most resource management schemes cm-
ploy a capacity-based approach, i.e., allocating resources
according to capacity demands of {lows, not discriminat-
ing between diflerent flows. Onee the network resources
are exhausted, new requests can not be admitted and
only be able to obtain service until other existing fows
release their consumed resources, Thus users can always
be not serviced according to some special requircments
from themselves or network administrators. In fact, QoS
mechanisms can be completely realized only when com-
bined with some set of policies. For instance, reserving
resonrces merely according to all users’ capacity requests
will lead to the resource utilization becoming low, since
most users are inclined to apply for best services, which
will result in a low resource utilization and lead to a way
of best-effort again. Moreover, the complexity caused by
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many [actors, e.g., security, time-of-day and QoS pric-
ing, appeals for policy control for network and system
resources. In Ref.[23] Gai, et al. provide a framework for
QoS trallic management bul it is mostly concerned with
operation in a single administrative domain, i.e., inside a
Policy Domain.

The objective of this paper is to present a policy-driven
resource management framework that is capable of providing
(JoS control for enhanced internets that may consist of a sin-
gle or multiple administrative domain(s). After an analysis of
requirements of resonrce management for enhanced internets
(Section IT}), we give a formalized definition of policy and pro-
pose Resource Management Framework for Policy-driven QoS
Control (PRM) in Section IT1. Section IV takes the example of
(JoS-pricing policy usage to illustrate the operational phases
of PRM. Section V concludes this paper and introduces our
future work.

I1. Requirements of Resource
Management for Enhanced Internets

For a network that can only provide a simple best-
effort service, it is enough to employ a Firsi-in-first-out
single queueing mechanism to attain the goal of resource
management. However, it is far insufficient for an en-
hanced Internct with diverse (oS objects, eg., G5 de-
fined in IntServ requires a stringent delay bound {quanti-
tatively) while AF group of DiffServ assigns one of three
levels of drop precedence (qualitatively). Specifically, an
enhanced internet must satisfy some key requirements:

® Scalable resource management. [t should support the
needs of administrative domains which have different traffic
classitying and treatment policies.

# Flexible QoS support. Different applications may have
diverse QoS requirements, For example, some applications de-
sire a low transmission delay, while for some applications, a
rather low loss possibility is more desirable.

e Optimizing resource utilization. Resource should be al-
located and dynamically managed reasonably to drive com-
peting usersfapplications into a more efficient way of utilizing
resources and satisfy more users/applications (achieve a high
throughput).

Policies that define the desired behavior of resources
have been recognized as a concopt to support this com-
plex management task by speciflying means that enable to
enforce this behavior. Since the agreements between poli-
cies of adjacent domains are to be coordinaled separately
in accordance with business strategies, they are beyvond
the scope of this paper and we emphasize the task of re-
source management in a specific domain, assuming traffic
agreements are set beforehand (manually) by domain ad-
ministrators. In the next section we will give a formalized
definition of policy and propose a Resource Management
Framework for Policy-driven QoS Control (PRM).

III Resource Management Framework for
Policy-driven QoS Control (PRM)

1. Policy
In this paper, we define policy as “the set of desired
rules for behaviors of distributed applications, system and
necwork resources within a specific administrative do-
main”. Security, time-of-day, QoS mechanism and pre-
empt priority treatment are examples of policies, but we
only consider the aspects related to QoS control while we
refer to palicy in this paper. This is a scalable definition
which may be used in DiffServ and IntServ models.  As
the definition implicates that policy is composed of pol-
icy rules, each one of the rules can be divided into policy
condition and policy action, We can formalize “policy”
using Backus-Naur Form (BNF) notation as follows:
{Policy}::={PolicyRule) |({Policy)
{PolicyRule}::=IF {PolicyCondition) THEN ({PolicyAction}
(PalicyCondition):={EndSystemCondition )|
{BorderRouterCondition)|
{InteriorRouterCondition)
(Palicy Action)::={IntServAction} [{ DiffServ Action)
(IntServAction)==[(Set)| TrafficShape) ]
(FlowQoSAlocation} { Fwd Action)
{DiffServAction}:=(Police Action)|[{ Allow)|{ Forbid}]
{ TrafficConditioner Action)
{D5ResourceAllocation) {FwdAction)
{TrafficConditioner Action):: ={Shape} Mark) {Drop}
(Meter){Folice)
{DSResourceAllocation) = [{Set}|{Monitor)]
(DS AggregateBandwidth Allocation)|
(DS AggregateBufferAllocation}
(FwdAction}:=(Drop}|{Delay) | (Forward} | { Remark)
where, (EndSystemCondition) represents policy conditions em-

Lo by

sponsible for enforcing pelicy actions on applications directly.

ploved applications, hosts, or users, which are re
{FlowQoSAllocation) is to reserve QoS resources for flows such as
bandwidth and delay. {TrafficConditionerAction) is to configure
parameters and functions regarding traffic conditioner.

The issue of “pricing for QoS" has been investigated
in oS research community since the early 1990s!%:16],
By “pricing for QoS” we means each user/application
should pay for achieving QoS by way of consuming sys-
tem and network resources. However, this work has been
largely limited to optimal pricing computation and aue-
tion method, leaving the gap between QoS pricing and a
viable resource management scheme unpadded. Without
losing generalization, we consider a QoS-pricing policy in
this context. Meanwhile, since RSVP is a suitable sig-
naling protocol for resource management and has been
widely used in industry, we take it as the lundamental of
1 resource management framework.

We define QoS-pricing policy as follows:

{QoBPricingPolicy) ={CQo5PricingMolicy) |

IF [{QoSClass=class i) (userBid})
=Thredshold }]
THEN [{ResrcAllocate i)|{DecLowPreferResrc)]
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which means if a user/application of QoS class i's pref-
erence 15 not below a certain thredshold for class i
then either allocate system and network resource to it
or decrease some recurces consumption of low preference
user fapplication(s).

The advantages of employing a policy-driven resource
management framework for (oS control are as follows:

o The luternet is a large internetwork combining multiple
automomy systems{ ASs), each of which s somewhat an ad-
ministeator domain and has its own manage policy, routing
protacol and agreements abont traffic delivery and accounting
with adjacent domains. A distributed policy-based resource
management is a good solution to attain QoS control,

» Policies are an active concept and capable of providing
flexible QoS support. For example, a (QoS-pricing policy may
initiate, change or even tear down some characteristics of on-
going soevices.

o 'olicy needs participation from applications, systems and
networls. This males up an integral way for a specific do-
main to manage its resources effectively. We assume applica-
tions have their some differentiated price preferences {or bids)
ander different degrees of congestion, Through a reasonably
designed scheme, resources will be utilized in o more efficient
WiLY.

2. Components of PRM

In order to implement QoS control, policies must he
able to act on their targets, i.c. resources, hence they have
to be transformed into functional components in networlk
glements. Our proposed Resource Managemenl Frame-
work for Policy-driven QoS control (FRM) consists of the
following funetional components: Domain Policy Con-
troller (DPC). Border Resource Manager (BRM), Inte-
rior Resource Manager (IRM), and End-system Resource

Manager (ERM). The PRM structure is shown in Fig.1.
{1) Domain policy controller

Domain policy (DPC) is a logical en-
tity through which policy information of the domain is
changed and policy decisions are made. It is further sub-
divided into four modules: the PolicyMgmi module per-
forms indexing, selting, updating, starting/closing policy
rules; the PolicyDecidePnt module performs policy re-
trieval and reasoning to acquire decisions of policy actions,
which arc passed to BRM to be enforced; the PolicyStor-
age module is the place where policy data are stored, and
the StatusTable modole reposits information about re-
source usage, The latter two modules can be accessed by
another two modules via standard LDAP or SQL opera-
tions, The logical structure of a DIPC is shown n Fig.2

controller

(2] Border resource manager

Border Resource Manager {BRM) resides in the bor-
der of a domain, It is connected inward to some In-
terior resource manager(s) and outward to an adjacent
BRM or an Endsvstemn Resource Manager. A BRM con-
gists of three modules: RSVE module to manage individ-
ual {IntServ) or aggregate flows (DiffServ) reservations,
Lesource Agent (RA) to perlorm TrafficProfile {TSpec
for IntServ, TCS and SLS for DiffServ) management,
moniloring resource usage in border routers, reporting
and checking for policy action to DPC. When a new re-
quest comes and causes resource conflict, ie., resource
exhausted so that unable to admit the new request, it
should also report this to DPC, trying to resolve the con-
flict by policy. BRM and its location in a border router
are shown in Fig.d,
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(3) Interior resource manager

Interior resource managers (IRM) resides in each
router between two BRMs within the same domain. An
IRN is somewhat like the RA module in BRM and it ig-
nores Lhe signaling module and TrafficProfile module since
it should enly be responsible for monitoring the local in-
terior router resources, Also, when it encounters network
failure, IRM will report this to DPC in the same domain
and may enforce some action, depending on the feedback
DPC decision. This is in accordance with the direction of
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“keep the core simple and put the complexity in the bor-
der” of an effective QoS networle design. See Fie d for the
structure of IRM and its location in an interior router.

(1) Endsystem resource manager

Endsystem resource manager (ERM) resides on each
end node {or host). It provides the front end of users (o
inform them about the incoming (oS requests, hence it
should interact with the nearby DPC via a BRM to decide
if the network can acknowledge or reject the request. Fig.s
shows ERM and its location in a PRM end-node/system.
ERM provides policy-driven both resource allocation and
adapting represents for applications, Various events like
failures, quene sizes exceed a thredshold ete. from mod-
ules in data plane interacts with applications and other
The data plane includes represen-
tatives (DataREPRs) which provide data manipulation
functions such as transcoding, mixing, ete. The node also
his a CPU scheduler which provides computational QoS
to representatives. The flow classifier is responsible for
delivering incoming data flows for processing.
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IV. PRM Operations and an Example

1. Overall operations under PRM

Two phases of PRM operations In brief, the op-
erations of PRM can be distinguished into two phases: a
QoS negotiation phase and a data transmission phase,

In the QoS negotiation phase a sender application
wonld  specify its traffic characteristics via a RSVD
Path message. The Path message is forward hop-by-
hop toward the destination, ie., following a path like

sender— ERM—+{BRM— {IRM } = BRM } = ERM—receiver,

} suggests the route may include one or more
tandem units. After receiving this message, the receiver
would specify QoS requirements (e.g., IntServ parameters
such as bandwidth, delay) lollowing the reverse path to-
warid the sender. ERMs and BEMs use these parameters
for capacity test and QoS computation which fnally re-
sults either in resource reservation or in rejection of the
reservation attempt if the (oS cannot be met due to a
lack of local resources. Note that TRMs are not involved
in this procedure and only forward the BSVP signaling
messages to their next hop, since we put this task to the
BRMs in each domain. If these tests succeed and the QoS

where {

can be met, required resource capacities will be reserved,

After the negotiation phase has been successtully come
pleted, in the data transmission phase, each unit of traffic
allocation {eg., Aows in IntServ and traffic classes in Diffs
Serv) is monitored with respect to the traffic profile setup
bilaterally between the TRM or BRM itself and its adja-
cent resource management component. This is achieved
by (relmarking or discarding out-of-profile traffic, More-
over the resources used to process the user data are scheds
uled with respect to the reserved resources (also called
“(JoS enforcement™) in the data transmission phase. !

The role of DPCs and their interaction witl‘j
BEM and IRMs DPCs play an important role in
PRM and they are responsible for the following funetions
ality:

e Collecting periodical resource usage information and ac-
cidental resourece failure information from BRM and IRM:

® Dealing with policy rule configuration and query come-
mand initiated by network operators or administrators;

& MMaking (or simply recording) agreements bhetween itself
and adjacent DPCs,

o Maintaining the consistence between BEMs and RS
resource confignration procedure.

In addition, BRMs will always forward RSVE Resw
message [rom ERMs to DPC, which determines whether
to initiate a new resource allocation or appropriate re-
source reconfipuration of the old applications and forces
them to release the resources needed to admit the new
application via policy (and if =0, DPC would revise its
StatusTable). Reconfigurating the old applications may
be achieved by one or both of the following two means
1) stop data transmission for existing applications; an
21 decreasing the (oS of existing applications. Therefor
a setup phase for a certain application may cause othe
applications of the same class to stop their QoS enforee-
ment due to lack of resources, a consequent requirement
of which is for BEM to modily its TrafficProfile.

Other issues when employving policies  When a
new Policy Action is decided to be taken, the problem of
conflict detection and rezolution should be resolved, How-
ever, due to the variety of mechanisms and degrees of so-
phistication to support this functionality, we do not spec
ity a generic resolulion and take it as a local decision fo
each domain. For instance, a rule priority maybe usad i
conflict resolution. I

As described before, in PR, network and system pes
sources are constrained by QoS policies such as explici
priority, time-of-day, and QoS pricing. Thus these policy
requirements are the driven force for the task of resoures
management. In a general procedure, fivstly it shonld
take the policy requirement into account, then examine re-
lated resource requirements and (oS satisfiability. When
a BRM or [RM encounters failures or conflicts, it should
report them to DPC, which then checks the policy reposi-
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and determine policy rules for related BRM or IRM.
2. An example: treatment of QoS pricing pol-

~ In order to satisfy their QoS needs, users of appli-
ations (such as multimedia, transaction processing and
abase)] compete for resources from servers of the infor-
on svstem, and since mwost users arve nclined to be
eedy, users will always request the best possible quality,
ifving a large resource demand to the network, thus
ding to an ineffective utilization of resources. Hence
¢'s a need for QoS pricing policy. As for applications,
are non-adaptive and prefer to deliver their services
their users in an all-or-nothing fashion, On the other
ud, adaptive applications such as layered video stream
plications are apt to change their QoS (including send-
rate) adaptively in different network environments,
5 pricing policy may be applied in PRM to overcome
problem. Refs.[6, 8, 11, 15, 18] proposed various ap-
es of Qob pricing policy but we do not put our
phases on them in this paper due to lack of space.
ad we take a specific example of adaptive 3-layered
applications (similar to Ref.[13]) to illustrate the
M management operation under such a simple QoS
g policy: to service the high bid first for the same
of service,

Consider a network setting shown in Fig.6 where tran-
network is a DiffServ network with border routers
1, BR2, some interior routers [R1, --- IR, ---, and
ninistration station running DPC functions. Iosts
and H2 connected to BRI are clients requesting video
¥ back from a video server VS, which is connected to
2. Suppose the maximal available bandwidth for the
class “3-LayeredVideoTransfer” between BRI and
2 is 2Mbits/s (predefined by the DPC and keep the
during the time interval regarding this example).

Transition netwark: a DiflBery network

Fig, 6. An example of PIOM management, | == Policy maos-

sage path; -« REVP signal path; ata path)

~ Suppose the 3 QoS operating points for the layered
video are 1.2 Mbits/s for full quality video containing all
e layers, 0.9 Mbits/s for medium quality video con-
ning 2 layers, and (L6 Mbits/s for low quality video
Just the hase layer.
Users from H1 and H2 can request three differentiated
~ quality plavback of layered video from VS, correspond-
: | gly bidding with three qualitative levels: high, middle
nd low. Following the definition in Section ITI, we define
J0S pricing policy of this case conceptually as follows:
Policy example: (oS-pricing policy for 3-LaveredVideo-

Transfer

PocilyRule-1: IF “bid=high” THEN ‘“rate=1.2Mbps"
/**QoS0perationPoint="playback layer 1, 2 and 3"'*/

PocilyRule-2: IF  “bid=middle” THEN and
“rate>=09Mbps" /* “QoSOperationPoint="playback at least
layer 1, 27"/

PocilyRule-3:  1F  “bid=low” THEN “QoSOperation-
Point="playback al least layer 177 and “rate)=0.60Mbps"
J**QoS0perationPoint="playback at least layer 1"'*/

Our assumed scenario is as follows: 1 first requests
a “bid=low” 3-layered video stream from VS; some time
later, H2 starts a “bid=high” application that requires
streaming of full quality video from VS, Fig.6 shows the
sequence of event treatment in PRM, described as below:

(1) HI requests a video from VS, The video server sends a
RSVP Path message to H1 containing application information
(including the identification of class of the layered video, and
the price H1 bid for its transmission).

(2) H1 reserves 1.2Mbits/s over the path between H1 and
V8 using BSVFP Resv message. [t would succeed since the
available resouree is enough. Then a TralficConditioner is es-
tablished in BR2 and BR2 sends a message to DPC describing
the 3 operating poinis of the video and its bid, along with
the source and destination addresses of the video stream. The
DIPC stores this information in StatusTable. The video server
starls transmitting the video stream to H1. BR2 monitors the
stream using the TrafficConditioner parameters.

(3) At some later time, H2 requests a same video from the
video server with a high bid.

{(4) The video server sends H2 a Path message containing
the operating points of the requested video stream,

(5) H2 sends a RSVP Resv message to the network, Router
BR2's QoS negotiation algorithm detects that H2's request
cannot be admitted. Upon that R2 denies H2's reservation and
generates a PolicySignal message addressed to DPC through
RSVP. The PolicySignal message carries information about
the parameters of the rejected reservation request.

{(6) DPC queries in its policy storage and finds that the
rejected reservation has a higher bid than the existing reser-
vation (that was made by H1). It also determines that enough
bandwidth for the new flow can be accommodated by shutting
down layers 2 and 3 of the low bid video stream destined for
H1.

(7} It sends a Policy Action message to the ERM on H1 di-
recling it to shut down layers 2 and 3 of the video received by
H1l. When the application on H1 receives the Poliey Action, it
sends a RSVP Teardown message to the network to shut down
data flows associated with layers 2 and 3 of the 3-layered video.
It also sends a PolicySignal message to DPC to report its new

status, The available bandwidth on the link BR1-BR2 is now
0.4 Mbits/s.

{8) When receiving the PolicySignal from H1, DPC tells
BR2 to reserve resources for H2. Finally the reservation pro-
cess for H2 succeeds and the video session is established.

V. Conclusions and Related Work

There 15 an increasing need to develop a scalable
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framewaorl: for QoS control that will enable interoperabil-
ity among multiple provider networks (administrator do-
mains) that must work together to achieve effective QoS
control and automated resource management. This paper
attempts to present an approprialbe resource management
framework, PRM, toward this goal. Although this paper
takes (JoS pricing policy in DiffServ network as an exam-
ple to illustrate ithe operation of our proposed ramework,
PEM. we intend to use any policy/policy set for PRM
implementation and management with DiffServ, IntServ
or the mixture of them in general. PRM has the following
advantages over other schemes as [ar as we know:

¢ Distributed and antonomous policy driven;

s Flexible (JoS support and dynamic management in either
DiffServ or IntServ networks;

® Taking account of different demands (such as adaptahil-
itv) of applications.

Currently, with the QoS negotiation manager pre-
scnted in Ref.[4] and QoS pricing policy proposed in
Ref.[8], we are working toward a PRM prototype within
our proposed testbed for QoS control*?]. The major chal-
lenges to the deployment of PRM will be the tradeaffs
achieved between uzability, flexibility and performance,
Also we will be deploying application APls and agents for
resource management used in SED-08 routers?! to pro-
vide scalability and tests of security and usability, and to
demonstrate the advantages of the ramework.
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