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Abstract

IPSec �IP Security� and SSL �Secure Socket Layer�
have been the most robust and most potential tools
available for securing communications over the Inter�
net� Both IPSec and SSL have advantages and short�
comings� Yet no paper has been found comparing the
two protocols in terms of characteristic and functional�
ity� Our objective is to present an analysis of security
and performance properties for IPSec and SSL�

� Introduction

Securing data over the network is hard and compli�
cated issue while the threat of data modi�cation and
data interruption is rising� The goal of network security
is to provide con�dentiality� integrity and authenticity�

The combination of these properties is the pillar of
the security protocols� How to combine them is the
question with many answers� With the recent develop�
ment of the security tools� so many protocols and pow�
erful tools have been proposed� but the most famous�
secure and widely deployed are IPSec �IP Security� ���
and SSL �Secure Socket Layer� �	��

In this paper we will provide a technical comparison
of IPSec and SSL
 the similarities and the di�erences
of the cryptographic properties� The results of per�
formance are based on comparing OpenSWAN ��� as
IPSec and Stunnel �� as SSL�

� IPSec

IPSec ��� is an IP layer protocol that enables the
sending and receiving of cryptographically protected
packets of any kind �TCP�UDP�ICMP�etc� without any
modi�cation� IPSec provides two kinds of crypto�
graphic services� Based on necessity� IPSec can provide
con�dentiality and authenticity ��� or it can provide
authenticity only �	��
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�� ESP �Encapsulated Security Payload� ���

	� AH �Authentication Header� ���

ESP provides con�dentiality� authenticity and in�
tegrity protection for the communication� AH on the
other hand ensures that authenticity and integrity of
the data is protected� Establishing IPSec connection
requires two phases� Phase � �ISAKMP SA� ��� and
Phase 	 �IPSec SA� ��� �see table ���

��� Phase �

Phase � performs mutual authentication and pro�
duces the encryption key required to protect Phase 	�
Phase � has two modes� Main Mode and Aggressive
Mode� The di�erences between these two modes are
the number of messages exchanged and the ID protec�
tion�

��� Phase �

Phase 	 negotiates the cipher and authentication
algorithm required to protect further transactions�
Phase 	 has one mode� Quick Mode�

��� Key Exchange

Various methods of Key Exchange mechanism and
Authentication methods are supported by IPSec�
Key Exchange Method�

�� DH

	� KINK� ���

� SSL

SSL �Secure Socket Layer� �	� is an Application layer
protocol� SSL is mostly utilized to protect HTTP
transactions� and has been used for other purposes like
IMAP and POP�� etc� SSL is compatible with applica�
tions running only over TCP� but some modi�cations

� KINK is a Kerberos based protocol that provides Key Ex�

c hangeand authentication mechanism� Not standardized yet�

�
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are required for the applications to run over SSL� Re�
cent development of SSL software like Stunnel ��� has
added an easiness of use to SSL� SSL is composed of
the following protocols�

�� Handshake protocol

�� Change Cipher Spec protocol

�� Alert protocol

�� Application Data protocol

Handshake protocol is used to perform authentica�
tion and key exchanges� Change Cipher Spec protocol
is used to indicate that the chosen keys will now be
used� Alert protocol is used for signaling errors and
session closure� Application Data protocol transmits
and receives encrypted data�

��� Key Exchange

Key Exchange Method�

�� RSA
Client sends the pre master secret after encrypt�
ing it with Server	s public key�

�� DH
Client and Server exchange DH public values and
produce the pre master secret independently�

� Comparison of IPSec and SSL

��� Authentication Algorithm

IPSec supports the use of Digital Signature and the
use of a Secret Key Algorithm
 where SSL supports
only the use of Digital Signature� The use of a random
���� bit Secret Key is considered as strong as any other
authentication methods� In the absence of Digital Sig�
nature algorithm
 IPSec can still be implemented using
the Secret Key but SSL can	t be implemented�

��� Authentication Method

IPSec supports one t ype of authentication method
while SSL supports a various types of authentication�
They are described in table � and ��

Table �� IPSec Authentication Method

Authentication Method Authentication Algorithm

Mutual Authentication PSK

RSA�DSA Digital Signature

RSA Public Key

KINK

Table �� SSL Authentication Method

Authentication Method Authentication Algorithm

Server Authentication RSA �Challenge�Response�

DSA Digital Signature

Client Authentication RSA�DSA Digital Signature

Anonymous none

��� MAC

MAC Message Authentication Code� is used for au�
thenticating the exchanged messages after the connec�
tion is established� Both IPSec and SSL require the
implementation of HMAC�SHA�� and HMAC�MD��
HMAC is a hash function that requires a secret key
to produce message digest� The strength of the Hash
Algorithm is based on the length of the output see
table ���

Table �� HMAC Algorithm Type

Protocol MAC Algorithm Hash Length

IPSec HMAC�SHA����� ���	 �
 Byte

HMAC�MD���� ���	 �
 Byte

SSL HMAC�SHA�� 
� Byte

HMAC�MD� �� Byte

��� Around Transport Layer

IPSec Phase � negotiations are exchanged over the
UDP port ��� only�� Thus
 Retransmit Timer must
be maintained� SSL Handshake is exchanged over TCP
and unlike IPSec� the port can be changed according
to the application�

As a Server
 both IPSec and SSL are bound to spe�
ci�c ports where as a Client
 IPSec is bound to speci�c
ports but SSL is not�

SSL works only over the TCP since UDP can cause
data to be arbitrarily lost or re�ordered� IPSec avoids
the UDP problem by adding a new TCP header to the
original packet	s �eld
 which allow UDP or TCP based
applications to work with IPSec� Supporting only TCP
application is a shortcoming of SSL�

��� Order of Cryptographic Operations

IPSec encrypts the data �rst then creates MAC for
the encrypted data� If a modi�ed data were inserted in
the middle of transaction
 IPSec would verify the MAC
before performing any decryption process ����

SSL is the opposite� it creates the MAC for the plain�
text �rst then encrypts the data� SSL on the other

�
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hand� is obligated to decrypt it �rst then veri�es the
MAC which could result in wasting CPU over decrypt�
ing modi�ed packets�

��� Interoperability

IPSec doesn�t integrate well with other IPSec ven�
dors ����� Some cases require some modi�cation� SSL
is trouble free and well integrated�

��� Overhead Size

One disadvantage of IPSec is the extra size added
to the original packet� SSL needs less overhead than
IPSec� The extra required bytes for each protocol are
described in table 	�

Table 	
 Overhead Size

Protocol Mode Byte Size

IPSec Tunnel Mode ESP ��

ESP and AH ��

IPSec Transport Mode ESP ��

ESP and AH ��

SSL HMAC�MD� ��

HMAC�SHA�� ��

IPSec Tunnel Mode requires adding another �� Byte
IP header� All the data above don�t include the
padding bytes and the pad length�

��� Residing Layer

Because IPSec resides in the IP layer� it allows multi�
users to use one tunnel between two endpoints while
SSL allow multi�users to have individual connections
and di�erent encryption key for each connection� The
merit of using one tunnel for multi�users� as with IPSec�
is to lower the overhead caused by establishing individ�
ual connections� The merit of using independent con�
nection� as with SSL� is that each user has individual
session� Consequently� compromising one connection
doesn�t compromise the other connections�

��� Time of Handshake Process

The time to establish a session is another element�
Table  shows how much time is needed to establish a
session for IPSec � The results are based on the use of
a ��	� bit RSA key and ��� bit DH�

Table � shows the time required for establishing SSL
session� The results are based on the use of a ��	�
bit RSA key and ��� bit DH� Using ��� bit in DH

Table 
 IPSec Handshake Time

Mode Establishing

Main Mode �PSK	 
� msec

Aggressive Mode �PSK	 �� msec

Main Mode �RSA	 ��� msec

has consumed ��	� msec in the Client Authentication�
That is considered extremely slow when it is compared
with ��� bit�

Table �
 SSL Handshake Time

Mode Establishing

Server Authentication ��� msec

Client Authentication ��� msec

Server Authentication �Di�e�Hellman	 ��� msec

Client Authentication �Di�e�Hellman	 ���� msec

���� Compression Algorithm

Compression is utilized by IPSec through a com�
pression protocol called IPComp ����� Unfortunately
compression is used in a small range with SSL� Only
OpenSSL ��	� supports compression�

We have examined the compression in two di�erent
environments �low and high bandwidth�� Compressin
in a low bandwidth topology increased the throughput
for IPSec and SSL� Compression in a high bandwidth
topology decreased the throughput for IPSec except
with �DES and increased the throughput for SSL�

The increase and decrease of throughput is based on
a combination of elements� the residing layer� the over�
head size generated by each protocol and the relevant
speed between the compression� the encryption and the
trasnfer�

���� Performance

The experiments were conducted on two machines
with the following


�� Fedora Core � �Kernel���	����

�� Pentium 	� ��	 GHz� RAM �� MB

�� NIC ���� Mbps

	� Openswan ��� as IPSec

� Stunnel 	��� as SSL

�� Ethereal as time measuring tool

�� Iperf ����� as performance measuring tool

�� Cyclesoak as CPU measuring tool

The results have shown a variation of throughput speed
and CPU consumption�

�
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������ IPSec ESP

Table � illustrates the perfomance of IPSec with
compression and without� CPU consumption varied
between ����� and ������

Table �� IPSec Perfomance

Algorithm Throughput �Mbps�
No Compression Compression
MD� SHA�� MD� SHA��

No Algorithm ���

�DES ��	� 
�	� ��� �
	�

DES ��� ��� ��� ���

AES��
 ��� ��� ��� ���

AES�� ��� ��� ��� ���

The reason the perfomance falls down in IPSec when
applying compression is the relation between the en�
cryption speed and the compression� Most of the en�
cryption algorithms are faster than the compression ex�
cept for �DES� Therefore	 applying the compression to
a higher speed encryption algorithm in IPSec will cause
the throughput to fall down�

������ SSL

Our experiment includes the case of using exportable
keys like EXP�
�� and EXP��� RSA keys� 	 the
throughput rate and CPU consumption dont show any
change� For this reason	 it will not be included in this
paper�

Table � illustrates the perfomance of SSL� CPU con�
sumption varied between ����� and ����

Table �� SSL Performance

Algorithm Throughput �Mbps�
No Compression Compression

�DES�CBC�SHA �	� �
�

DES�CBC�SHA ��� ��

AES��
�SHA ��� ���

AES���SHA �
� ��

RC����MD� ��� ��

RC����SHA ��� ��

� Conclusion

We presented the resemblance and the di�erences
between IPSec and SSL� Each of the protocols has
unique properties� Choosing IPSec or SSL depends on
the security needs� If a speci�c service is required and is

� US law requires using limited RSA encryption key length for
exportable application� The export control was relaxed�

supported by SSL	 it is better to select SSL� If over all
services or Gateway�to�Gateway communications are
needed then IPSec is a good choice considering the
following� IPSec uses a shorter form of HMAC than
SSL	 thus SSL data integrity is more secure� SSL is
more compatible with �rewall than IPSec	 unless IPSec
and Firewall are integrated in the same device� Unlike
SSL	 IPSec clients need a special IPSec software for
remote access� In low bandwidth networks or dial�up
networks using compression is bene�cial	 SSL doesnt
support that� Pre�Shared scheme is easier to con�g�
ure and doesnt require any PKI infrastructure	IPSec
supports compression but unfortunately SSL doesnt
support it� IPSec is capable of protecting wireless net�
works� In most cases IPSec doesnt interoperate well	
so both sides of the connection are required to have the
same vendors devices �see table ���

Table �� IPSec vs� SSL

Function IPSec SSL

Con�guration hard easy

Client Authentication must option

Pre�Shared Key yes no
Interoperability Problem yes no

TCP Application Support all some

UDP support yes no

Throughput Rate high high

Compression Support yes OpenSSL only

Handshake Time slow fast
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