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Abstract—Recent work on securing the Network Coordinate (NC)
service attempts to defend attacks based on nodes' past behavior
and activities. They detect malicious nodes only after attacks
occurred. In order to secure NC system before malicious nodes
mount attacks, we propose a social-link defense system for NC
service---Sniper. We are able to provide NC system with trusted
neighbors (landmarks) using social-link filtering technique. Our
preliminary results demonstrate that Sniper can protect NC
system successfully before they are attacked by malicious nodes.
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L INTRODUCTION

Network Coordinate (NC) Systems, which can estimate
network delay with low overhead accurately, have been
proposed to support application overlays. Previous studies
prove that NC Systems are vulnerable to attacks. Thus, several
security policies, such as RVivaldi[l], Kalman Filter[2] and
Veracity[3], have been designed to solve security problem.
However, they defend attacks based on nodes’ previous
behavior and cannot detect potential malicious nodes before
attacks launch. Considering relationship between nodes in
networks is the same as social link in social network, we
propose a social-link based proactive security system named
Sniper. The key idea of Sniper is to filter out suspicious nodes
before they launch potential attacks by utilizing existing social
link. To the best of our knowledge, this is the first social-link
based defense system for NC service. Furthermore, we study
the performance of Sniper to protect NC systems from attacks.
The results prove that Sniper can defend NC successfully.

The remaining part of this paper is organized as follows.
Section 2 gives a detailed description of Sniper. Section 3
shows the performance of Sniper. The paper concludes with a
brief summary and a vision on the future work in section 4.

II.  SNIPER DESIGN

A. Sniper Overview

Sniper is deployed in NC system provided by NC service
provider. A typical NC system such as Vivaldi[4] consists of
several NC servers that are setup and managed by the NC
service provider and other nodes. A DHT-based overlay
network can be easily implemented to manage this set of NC
servers which act also as the bootstrap nodes of the overlay
operation. DHT-based overlay network can provide effective

lookup service during NC server churn or failure, thus it has
self-organization and fault tolerance characteristics. These NC
servers (overlay bootstrap nodes) can be considered to be
trusted set of overlay nodes as managed and controlled by the
NC service provider.

These NC servers are responsible to provide reliable and
trusted lookup responses in terms of the usage frequency of the
nodes by other nodes --- History Profile. When a node joins the
NC service (we use Vivaldi as a running example), Sniper will
be installed in the node and run. Sniper is able to provide the
facility to select and validate neighbor (or landmark) nodes that
are used for the computation of node coordinates. We describe
the security operation in the following sub-sections.

B.  Sniper Security Mechanism

There are three steps in Sniper: Before computation, node
X starts to learn social link information from its direct social
link named direct friends. Note that Sniper does not require
blacklist used in DST (Dempster-Shafer Theory) of SLINCS[5],
a naive social link based evaluation idea for NC. Then, after
sythetical rank, it selects the more trustable neighbors based on
social link evaluation results. Finally, validation process is
embedded into NC computation to feed back these neighbors’
performance. To adapt dynamic change in network, the process
of social link learning and synthetical rank will be repeated
every T computation rounds and in this paper we set T=30.

1. Social Link Learning: Since the information of direct
friends a node has is too limited to make a judgment in later
steps. Node X will learn social relationship from its direct
friends, including both their direct friends and their indirect
social link learnt from others. We define 7(X, B), a number
between 0 and 1, as the direct social trust score X has on B.
And we define Tp(X,C) as social trust score node X has on
node C based on the social information provided by node B.
Then node X rates the social trust score of every node learnt
from its direct friends following equation (1) and if there are m
friends introducing node C, an average trust score can be
computed with equation (2) to give a fair view to every friend.

2. Synthetical Rank: With social trust scores computed in
step 1, node X ranks its neighbor candidates and thus every
candidate gets its rank number named social rank. Then, node
X asks the corresponding bootstrap nodes for the candidates’
history profile to rank them called Aistory rank. With the social
rank R;, history rank R, and the degree a node trusts its social
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link d which is a number between 0 and 1, mixed trust for
every candidate can be computed through equation (3). Finally,
by ranking mixed trust R, node X selects the first K nodes as its
neighbors or landmarks.

T,(X,C)=T(X,B)T(B,C) (1)

>7,(X.0)
T(X,C)=21— 2
m
R=dXxR +(1-d)xR 3)

3. Neighbor Validation: In case there are remaining
malicious nodes in neighbors, node X will chose M nodes with
highest social trust scores to verify its neighbors before they
are used in NC computation. Firstly, the M nodes measure the
distances to a neighbor through simple ping and compute
relative errors between the measured distances and the
predicted distances. Then, if the relative error is less than o, the
node will vote that this neighbor can be trusted; otherwise, we
can classify the neighbor as malicious. We monitor the
parameter of the number of nodes that agree a neighbor is
honest. If this parameter is more than N, node X will utilize its
information to compute coordinates at the same time notify the
relevant bootstrap node to update this neighbor’s history profile
by adding one. In contrast, when a node is voted as malicious
by more than N nodes, node X will report it to the bootstrap
node. If the node is proved to be malicious by the verification
from bootstrap nodes, its history profile will be halved and
other similar reports will be ignored in next 10 rounds.

III. PERFORMANCE EVALUATION

We use a data set of measured RTT between 226 nodes of
PlanetLab in our simulation. In order to accord with the
authentic social networks between 226 nodes, we utilize a
group including 226 nodes from YouTube social data set
containing 30087 groups. Every node here is mapped into 5-
dimentional space using 10 neighbors selected from 30
candidates. The parameters used in Vivald NC computation
algorithm are c,= 0.25 and c¢.= 0.25. In Sniper, we set up L=20

bootstrap nodes. The parameters in step 3 are M=5, N=3, 0=0.3.

In addition, the direct social trust score 7(X,B) is 0.95 and d in
equation (3) is set to 0.8.

Malicious nodes attack others in this paper with inflated
Round Trip Time (RTT) and their computed coordinates. In
specific, the inflated RTT is 2.0 times more than the original
one. Every malicious node starts its attack at the 6000th
computation round and every node runs NC 30000 rounds. We
repeat the whole computation process 20 times with 10%, 20%,
30% and 40% malicious nodes respectively. We use Relative
Error and Relative Rank Loss (RRL) [6] as performance
evaluation metrics.

Since the results are rather similar when there are different
malicious nodes in the system, here we only plot the results of
10% and 30% malicious nodes. Fig. 1 shows CDF of relative
error and RRL of victims of attack with 10% and 30%
malicious nodes. From this figure, we find that when malicious

nodes are present, Sniper outperforms Vivaldi based on both of
the two metrics. Especially in the metric of RRL, the
performance of Sniper with 30% malicious nodes is much
better than that of Vivaldi attacked by 10% malicious nodes.
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Fig.1 CDF of Relative Error and RRL in Sniper & Vivaldi

IV. CONCLUSION

Unlike proposed security mechanisms that use nodes’
previous record to detect malicious nodes after attacks took
place, this paper presents Sniper, a security system importing
social link to detect suspicious nodes before they mount attacks.
To the best of our knowledge, this is the first defense system
for NC service based on social link. According to our
simulation result, we have demonstrated that Sniper can protect
Vivaldi against attacks successfully. In the future, we will
implement Sniper into real network to evaluate its performance
and to study the influence of social link on securing NC system
under various attacks.
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