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Motivations

Contemplated multihomed environment

® Node equipped with multiple (wireless)
network accesses

® Especially true in mobile environment
¢ multiple communication paths,
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Motivations

How to achieve flow distribution

® User/Application creates its desired policies,

® Described in term of cost, bandwidth, delay,
jitter, etc.

® The policy management framework confronts
the t the haragte.r tlcs feac |I le




Example Scenario

paths with different
characteristics
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correspondent

functional mpro = multihoming protocol stack
entity flow dist. = flow distribution mechanism




Requirements

for the policy management framework

RI: Policy description: language definition
R1.I Makes the relation between flow and path characteristics,
R1.2 Multihoming protocol independent.

R2: Multiple requesters (local or remote) management

o7, gl

- R3: Policy resolution to filter rules and error management




Current Situation

Summary of existing specifications

Multihoming protocol
principles

Multihoming Protocol
specifications

Flow distribution in
implementations

Mobile-1Pv6

based
(MIPv6, NEMO)

Multiple CoA binded to
a single HoA

MCoA, Flow Binding,
Flow distribution

|pfilter, PF, Netfilter
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Current Situation

Main Principles

¢ [dentifier/locator separation concept,

® Flow Distribution achieved by choosing proper
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Current Situation

Main Issues

® Usually associates the flow to a system or protocol-
oriented path ID (eg: BID for MCoA),

) Protocol-dependent

e Usually do not exchange filter rules among
hosts (HIP, SHIMé6, SCTP).
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New Framework

Main Principles

=) Unified Policy management framework
on top of the various flow distribution
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New Framework

Main Principles

® Policy Data Set:

® Describes flow in terms of costs, bandwidth,
delay, jitter, etc.
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New Framework
The Policy Data Set

® Generic language to define a common policy
data set whatever the multihoming protocol or
1.2),
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New Framework
The Policy Data Set

policy data set

policy rule

policy rule target host

( target host ) <
( target host )

( target host )

policy rule

target host

e

conditions = expected network characteristics
policy = selector + action
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New Framework

Policy Management Framework

® Processes the Policy Data Sets from multiple
sources (R2),

° Confront the user poI|C|es W|th the actual
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list of

available network

B. path
characteristics
examiner

resources

(path 1D,

C.
condition
decision

Set of
policies

D.
path

N

Policy
data set

E. policy
exchanger

decision

characteristics)

|

filter rules
(flow ID,

list of available path ID)

paths

remote
X. filter rule host

filter rules exchanger
for remote host ¢

X. filter rule exchanger

A. path

maintainer local
filter
rules F. filter rule encoder

F. filter rule

e.g. PF encoder e.g. Netfilter
configuration file / local configuration
/ file
a I3 ¥ |
G.protocol-
dependent filtering
framework

G.protocol-
dependent filtering
framework

G.protocol- G.protocol-
dependent filtering || dependent filtering
framework framework




Conclusion

® Defined requirements for a policy management
framework,

® Draft framework working on top of several
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